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Risk Title and Description

Children’s Social Care

If the council does not put in place robust arrangements and
receive appropriate assurances to ensure that the Sandwell
Children’s Trust (SCT) addresses the areas of poor or
inconsistent performance, as outlined by Ofsted (and as
required by the Statutory Direction served on the council on 6
October 2016), with rigour and pace, then the council will fail in
its responsibilities to:

. Safeguard vulnerable children
. Promote and improve the outcomes of children in its care

e Manage any adverse financial consequences arising from
the failure to create favourable outcomes for children
within the resources available to it

. Continue on its progress to date and direction of travel to
further improve the council’s reputation for children’s
social care as currently demonstrated by the ILACS
inspection.

Risk Area — Children’s Services

Risk Owner — Michael Jarrett, Director of Children and
Education

Objectives impacted: 1

Business Continuity Management

If the council does not develop, review, monitor and test plans
and capabilities that seek to maintain the continuity of key
functions in the event of an unplanned disruptive incident,
then it will be unable to perform critical business functions
which will impact the provision of council services and result
in potential financial loss and loss of public confidence in the
council.

Risk Area — All Council services
Risk owner — Alice Davey, Director of Borough Economy
Objectives impacted: All

Compliance with the Data Protection Act 2018 (DPA 2018),
the General Data Protection Regulations (GDPR) and
Freedom of Information Act 2000 (FOIA)

If the council does not ensure it has a robust framework in
place to comply with the DPA 2018 (which includes GDPR) or
FOIA then it faces significant external action from the
Information Commissioner’s Office for failing to undertake its
statutory duty. Further, failing to comply could result in
negative public reaction and reputational damage, significant
monetary penalties, loss of confidential data and potentially
legal action.

Risk Area — Legal & Governance

Previous Movement | Current risk Target risk
score in risk score score and date
(Sept 2023) SeoiE (Dec 2023)
8 8 4
(amber) (amber) (green)
Good
Outcome of
ILACS
inspection by
May 2025

8 8 8
(amber) (amber) (amber)

Achieved

12 12 8
(red) “ (red) (amber)

March 2024
(officers)

March 2024
(members)

Progress to Date
(incl. current risk mitigating controls and further actions to be taken to manage risk and action date)

Current and Ongoing Controls

Performance and contract management against KPIs and the improvement plan. The KPIs have been reviewed (to
take effect from spring 2024) as part of the contract review process and have taken into account the Ofsted findings,
as well as any findings from the recent national Care Review commissioned by the DfE around early help, children’s
social care and partner collaboration ahead of the issue of new statutory guidance conatined in Working Together
2023.

The Ofsted inspection of adoption services commissioned through the RAA and delivered by the Trust rated all areas
as ‘Good’

The most recent Ofsted inspection of the Fostering service rated all areas as ‘Good’.

Completion of case file audits and learning from the audit is used to ensure practice improvement.

Ongoing measures to improve staffing levels and recruitment via the development of a workforce strategy and market
supplements.

The Inspection of Local Authority Children’s Services (ILACS) took place in May 2022 and reported a judgement of
‘Requires Improvement to be Good’ and continues to inform the risk score.

Contract review commenced in April 2022 resulting in a recommendation being made to the Secretary of State not to
invoke the break clause within the Service Delivery Contract.

Further actions

Embedment of the multi agency early help strategy which was launched in March 2022 (ongoing).
Consideration of the impact of the government’s full response to the Josh McAllister Care Review Stable Homes Built
on Love.

The ongoing shortage of social care workers (which is the position locally and nationally) continues to impact this risk
alongside care challenges in relation to sufficiency of placements against a demise in foster carers locally despite actions
being taken.

Current and Ongoing Controls

Business continuity plans are in place to mitigate the denial of staff (e.g. illness, industrial action), ICT (e.g. software
failure, cyber-attack), facilities (e.g. building closure), stakeholders (e.g. suppliers, partners). These plans identify the
criticality of each council service and the arrangements in place to restore services in the event of an unplanned
incident.

The pandemic has provided some assurance around the robustness and effectiveness of the continuity of key
functions over the last few years, through a shift to working remotely.

Following the incident in the ICT suite in May 2022 the council continues to revisit its resilience arrangements- in
particular in relation to its Oracle business system, to ensure robust measures are in place to reduce both the
likelihood and impact of a similar risk materialising in the future. Details in respect of the actions taken were presented
to the Committee in November 2022.

All directorates have now reviewed the BCP to incorporate any learning from the ICT incident noted above.

Further workshops are scheduled in early 2024 with the emergency Planning Team being supported by ICT in
delivering these.

Further actions

Support from the cyber team to work with the resilience team to further improve all service area business continuity
plans (ongoing). This is in progress and a workshop was held with Housing in July 2023 which focussed on resilience
planning in relation to cyber security.

Current and Ongoing Controls

The Information Governance Board which is chaired by the Senior Information Risk Owner (SIRO) or Data Protection
Officer (DPO) meets monthly to monitor progress of the information governance (IG) workplan.

IG framework sets out the council’s policies, requirements, standards and best practice that apply to the handling of
information.

Information Asset Registers capture the information held by the council service areas.
Information champions disseminate, feedback, facilitate and co-ordinate IG activity.
Monthly review of ICO updates, guidance and sector practice.

Annual completion of and compliance with the NHS self- assessment toolkit -NHS Digital which demonstrates the
council processes in place to meet the requirements of the NHS’s data protection standards and sharing
arrangements.

Key Sources of Assurance
(3 lines of defence)

1stline
Key Performance Indicators (including social
worker vacancy rates and placements)

Operational Partnership and Strategic Partnership
Boards

2" line

Sandwell Local Safeguarding Children’s Board
Annual Report

Reports to Scrutiny

Rolling programme of audits of case files as part of
the quality assurance framework

Performance Management framework and Service
Delivery Contract

SCT business plan
Corporate Parenting Board
Early Help Strategy.

3 line
Ofsted monitoring and focussed visits

DfE improvement Board (independently chaired by
a DfE consultant

Grant Thornton — Value for Money Governance
Review 2021

ILACS Ofsted inspection July 2022
Independent Reviewing Officer function
SCT external audit report

LG Futures benchmarking exercise

Grant Thornton Value for Money Governance
Review - Follow Up- December 2022 and
September 2023 (report to follow)

1stline

Emergency Committee

Post incident reports

Test exercises including cyber exercise

2" Jine
Resilience team reports to Leadership Team

3" line
Computer room incident report to ARAC Nov 2022

1stline

Information Champions
Data Protection Officer
Information asset registers
Information incident log

2" line
Information Governance Board

Performance data on compliance with FOI and
SAR responses to Leadership Team and directors

FOIA disclosure log


https://reports.ofsted.gov.uk/provider/44/80549
https://sandwell.moderngov.co.uk/documents/s10765/08%20-%20Sandwell%20Childrens%20Trust%20Contract%20Review.pdf
https://childrenssocialcare.independent-review.uk/final-report/
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/mgCommitteeDetails.aspx?ID=157
https://sandwell.moderngov.co.uk/mgReasonsRestricted.aspx?ID=11525&OID=3067&OT=A&RPID=534858&BM=AI3067

Risk Ref Risk Title and Description Previous Movement | Current risk Target risk Progress to Date Key Sources of Assurance

score in risk score score and date

(incl. current risk mitigating controls and further actions to be taken to manage risk and action date) (3 lines of defence)
(Sept 2023) SeoiE (Dec 2023)
Risk Owner- Mike Jones, Assistant Director — Legal and e Annual mandatory data protection and cyber security training is entrained for all staff.
Assurance e  Compliance with the Council’s data retention policy, which is reviewed regularly. 3 |ine
Objectives impacted: 3 e Improved performance and monitoring arrangements for compliance with FOI and SAR responses. Information Commissioner’s Office
. Improved performance and monitoring arrangements for compliance with FOI and SAR responses. The Governance Internal Audit reviews
team report on performance to the |G Board and to Leadership Team on a quarterly basis. The latest statistics show First Tier Tribunal decisions
1Y) that compliance continues to improve. The measures put in place in by the Council’s Information Governance Team
g are working and need to continue and be built upon.
D Further actions
N o A further programme of work to ensure compliance by elected members commenced during Autumn/Winter 2023. This
~ will be completed by April 2024.
e The procurement and embedment of a new case management system for FOIs and SARs. Proposals assessed and
agreed in principle by the Capital and Asset Management Board in May 2023. However, a review as to whether a joint
procurement of both a new corporate Customer Relationship Management System in support of the customer journey
and new FOI/SAR case management system is now to be considered. Strategic Finance to then assess the business
case and funding options.
* New Council Monitoring Officer appointed who has initiated a review of all practices, procedures and policies to ensure
best practice is embedded to underpin assurance of compliance frameworks for IG.
e Further improvement is still necessary in response times of FOI requests, with a target of 95% compliance which
continues to impact on the current risk rating.
e Further improvement required in corporate compliance with disclosure requests and SARs. Refresh of existing training
and guidance materials in progress, updates cascaded through IGB.
e Review of existing internal and public facing policy suite and IG framework. Report submitted to LT December 2023,
new policies to go forward to Cabinet early 2024 for approval.
e Updates to Council website and guidance on routes to access information and personal data.
e Development of pro-active publication website to expand beyond disclosure log for FOIA to pre-emptively publish
information of public interest prior to request, to improve transparency and reduce volumes of FOIA requests.
4 Cyber Security 12 “ 12 8 current and Ongoing Controls 15t line
The public sector continues to be the target of significant, (red) (red) (amber) e Participation in national cyber resilience programmes run by organisations such as DLUHC, LGA and the NCSC ~ Self- assessment against cyber principles
sophisticated and increasingly frequent cyber-attack with these Sept 2024 e Close collaboration between the ICT Service and the council’s Information Governance Team to develop a

intent on causing service disruption or disclosure of sensitive
data. If the council does not invest additional and sufficient
financial resources into a cyber security resilience programme,
then it will remain at significant exposure of receiving a
successful cyber-attack. The consequences will be:

The inability of the council and SCT to deliver some

holistic approach to information protection

Appropriate technical controls to protect the council’s network perimeter and information assets
Updates and progress reports as requested to the Leadership Team and Corporate Scrutiny Board.
Training for all staff through the implementation of the annual online training.

Regular communications continue to be sent to employees pertaining to protecting themselves and the council 3 |ine
from emerging and new cyber security threats.

2" line
Cyber Board

. h . ; . - . . . . LGA Cyber Assessment
or all services, particularly critical services for a e  Attendance at national C-TAG forum, DLUHC cyber clinics and West Midlands Warning, Advice and Reporting y .

significant period of time, ranging from days to Point (WARP) where members can receive and share up-to-date advice on information security threats, NHS Digital

months incidents and solutions. PSN certification

The loss of corporate and sensitive personal data
(including bank details)

Enforcement action

Significant financial loss

Employee stress; and

Reputational damage

Additionally, the council will be:

Unable to meet sector defined standards and
compliance for cyber resilience e.g. PSN

Unable to share and collaborate with partner
organisations in a joined-up manner as the council
will not be viewed as a trusted partner

Risk Area — Information Governance and ICT
Risk Owner — Brendan Arnold, Interim Director of Finance
Objectives impacted: All

. Subscription to relevant cyber intelligence threat reports providing early warning of emerging threats,
vulnerabilities and trends.

e  Use of the Active Cyber Defence and Early Warning tools provided by the National Cyber Security Centre.

e Anongoing programme addressing the retirement and upgrade of obsolete and unsupported technology
platforms

e  Annual ICT Health Check and Network Penetration Test

. Implementation of a 3" party managed Security Operations Centre to detect potential threats within the council’s
ICT environment providing timely alerts 24 hours a day

e  Establishment of a Cyber Resilience Governance Board as part of revised ICT governance arrangements

Further actions

Audit Committee risk review
Internal Audit review

e  Reprofile remaining cyber budget following one-off saving due to identified budget pressure

e  Adopt the NCSC Cyber Assessment Framework (CAF) as a methodology across the public sector for
demonstrating adequate and consistent cyber hygiene (April 2024 — timeline determined externally by DLUHC)

e Develop a PCI-DSS improvement programme to identify the gaps in compliance across all council credit and
debit card payment channels April 2024

e Redefined governance structure to provide oversight of ongoing improvement programme following allocation of
additional cyber funding (May 2023)

e Development and maintenance of incident playbooks to activate in response to adverse cyber activity (March
2024)

e  LGA Cyber 360 review to be scheduled and reprofile Cyber Resilience Improvement Programme (Dec 2023)

e Undertake a Business Continuity Reaction Exercise in conjunction with LGA service offer (January 2024)

e  Technology Modernisation Programme to ensure all ICT assets are up to date, in support and patchable —
includes storage, server and end points i.e. laptops (April 2025)

e  Council endorsement of a corporate cyber resilience strategy (April 2024)

e  Appointment of a cyber lead to assist with the development of the cyber resilience strategy and overall
improvement plan (April 2024)

e  Uplift of Microsoft Enterprise Agreement Licensing to Enterprise 5 (E5) at anniversary date which includes a full
suite of security and compliance tools (April 2024)
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Risk Title and Description

Regeneration Fund Programmes

If the council does not manage the programmes to ensure that
all projects are delivered to scope, time and budget ,then this
could result in financial implications, the inability to regenerate
our town centres, create sustainable economic growth and
create long term economic prosperity, and also reputational
harm to the council.

Risk area- Regeneration and Growth

Risk owner — Tony McGovern, Director of Regeneration and
Growth

Objectives impacted - 2, 3, 4, 5and 6

Customer Journey

The delivery of Council Services, including through the One
Stop Shop, must meet the demand and needs of Customers,
in order to avoid reputational damage to the Council.

Risk area- Corporate Customer
Risk owner — James McLaughlin, Assistant Chief Executive
Objectives impacted - All

Previous
score

(Sept 2023)

(green)

12
(red)

Movement

in risk
score

g

Current risk
score

(Dec 2023)

(green)

12
(red)

Target risk
score and date

4
(green)

Programme
completion of
all projects
and delivery of

intended

outcomes

8
(amber)
Oct 2024

Progress to Date
(incl. current risk mitigating controls and further actions to be taken to manage risk and action date)

e Implementation of new E5 security tools (September 2024)
. Evaluation of vulnerability monitoring options and subsequent implementation (March 2023)

This risk sets out the next phase of the Regeneration Fund Programmes.

Towns Fund (approval received by the council for all 16 business cases that were submitted as part of the approved TIPs).
Current and Ongoing Controls

e Robust governance in place to oversee the programme throughout the delivery phase including three Town Deal
Boards (one per Town Deal Area), that have inherited Superboard roles and responsibilities. Revised governance
arrangements for Delivery Phase were reviewed and approved by Cabinet in May 2022.

. The council is the Accountable Body for the Town Deal funding. The Director of Regeneration and Growth chairs a
Towns Fund Programme Board (which is also attended by the Director of Finance/ representative and officers from
procurement and legal as well as all project leads) to review risks and provide a forum for resolution of issues, as well
as seeking assurances on the management of risk.

e  Fortnightly engagement with advisors from DLUHC

. Programme management arrangements in place including appointment of a permanent programme manager,
programme support officer, dedicated monitoring officer resource, programme risk register and project risk registers
for agreed business cases, which are updated quarterly.

Further actions

. Implement delivery phase of projects and programme plan.
e Ongoing reviews of financial profiles to manage supply chain issues and implications of cost inflation.

Levelling Up Partnership
Current and Ongoing Controls

. Robust governance in place to oversee the LUP programme via the Wednesbury LUP Board. Governance
arrangements agreed by Cabinet in September 2023.

e  The council is the Accountable Body for the LUP funding. The Director of Regeneration and Growth chairs a LUP
Programme Board (which is also attended by representatives from Finance, procurement, and legal as well as all
project leads) to review risks and provide a forum for resolution of issues, as well as seeking assurances on the
management of risk.

e  Monthly engagement with advisors from DLUHC with regional representatives attending the LUP Board.

. Programme management arrangements in place including appointment of a temporary programme manager to
oversee the delivery phase and a programme support officer. Programme and project risk registers are in place.

. Reporting to Leadership Team Quarterly.

Further actions

. Implement delivery phase of projects and programme plan.
e  Agree approach to mitigation of programme overrun risks with DLUHC.
e Ongoing reviews of financial profiles to manage supply chain issues and implications of cost inflation.

Current and Ongoing Controls

New operating model for council employees is well embedded across all service areas.

Customer journey is one of the key priorities of the corporate transformation programme.

Regular discussions and focus sessions have taken place at Leadership Team to address concerns and issues.
Customer Journey Priority Focus Sessions are also being delivered to Cabinet.

A new telephony system will be implemented in spring 2024

The MySandwell offer is continuously being developed.

Collection of Customer Satisfaction data is continuously being looked at and new methods trialled.

Customer Journey (CJ) is one of the key priorities of the corporate transformation programme.

The four main CJ Workstreams are:

- Development of a Customer Experience Strategy
- Review of Contact centres

- Review of the One Stop Shop and exploration of a Community Hubs offer for face to face services in each Town.

e  Technology — review of all Customer related technology & identification of any gaps: procure delivery partner to
replace the Council’s telephony system (achieved).

Further actions

Continued stakeholder engagement, in particular within the One Stop Shop (Ongoing).

Additional capacity and resources to be identified to meet current demand for face to face services.

Pilot local hub concept in two areas of the Borough (March 2024) - in progress | West Brom and Blackheath
Ensure consistency of customer experience across the council and not just in some areas, as is currently the case
(October 24).

e Budget and Corporate Scrutiny Board is looking at the customer journey as part of its current work programme
(23/24).

Key Sources of Assurance
(3 lines of defence)

1%t line
Town Deal Boards

2" line
Scrutiny Reviews

Monitoring and reporting of outcome indicators,
with processes in place to manage changes and
risks during delivery stage.

3 line
Department Of Levelling Up, Housing and
Communities (DLUHC)

Audit and Risk Assurance Committee Deep Dive
Jan 2022

1stline
Incorporate recent recommendations from Budget

and Corporate Scrutiny into the Customer Journey
Action Plan

2" line

Customer satisfaction survey

Customer compliments and complaints system
Budget and Corporate Scrutiny Board Review

Monitoring, reporting & governance through the
Customer Journey Programme Board which will
report in to the Corporate Transformation Office
and to the Cabinet Member

Weekly reports to Leadership team on Member
Portal performance.

3 line
Local Government Ombudsman report



https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=175&Ver=4

Risk Ref Risk Title and Description Previous Movement | Current risk Target risk Progress to Date Key Sources of Assurance
EEOE in risk S score and date (incl. current risk mitigating controls and further actions to be taken to manage risk and action date) (3 lines of defence)
(Sept 2023) Sl (Dec 2023)
7 Equalities 8 “ 8 6 Current, Ongoing Controls and Further actions 1%t line
I the council fails to meet its legal obligations in respect of the (amber) (amber) (green) ¢ An Equality Diversity and Inclusion Commission has been set up with agreed Terms of Reference ad is chaired by the ~ Employee Engagement Survey 2022
Equality Act 2010 and the Public Sector Equality Duty ensuring July 2024 Leader of the council. o o _
fairness is adhered to and is unable to demonstrate and When EDI e  Six staff networks (Age Smart, Disability, Ethnic Minority, Frontline Workers, LGBTQ+ and Women) have been 2nd [ine
evidence compliance with its obligations, then this will result in established and LT has agreed to protected time for Co-Chairs to develop the networks - o
. - 8 strategy . . Sandwell Equalities Commission
o potential legal consequences for non compliance, reputational complete e  Funding has been secured and posts recruited to.
QD harm to the council as well as potential impact on recruitment e  Additional EDI consultant support has been secured to help drive the EDI agenda further.
« and retention. e  Areview of the Equality policy has been completed and was launched in December 2022, following Cabinet approval. 3 line
9] isk | o  New equality impact assessment toolkit and guidance has been issued and launched in December 2022 and drop-in LGA Peer Review
IN Risk area- Lega clinics taking place to ensure the council’s consultations and decision making will withstand scrutiny.
© Risk owner — James McLaughlin, Assistant Chief Executive e An action plan has been developed based on feedback provided by employees across the council along with gaps
Objectives impacted - 5 identified in the workforce diversity data as well as best practice put forward by other public-sector organisations.
e A robust governance framework to help monitor and review the objectives and actions in the plan is also in place.
e  An Equalities Calendar has been developed and implemented that details many EDI events to raise awareness of the
agenda.
e  Various events such as Black History Month, LGBTQ+ History Month have been successfully delivered leading to
improved awareness and understanding.
e  The council continues to engage with WMCA in relation to its Race Equalities taskforce.
e  The LGA Equality Framework has been approved for use by Cabinet will be used to develop the council’s first EDI
Single Framework Strategy. (July 24)
. Refresh of the council’s Equality Objective was published in March 2023
e  An EDI Audit based on the LGA Equality Framework has been undertaken. An EDI action plan is being developed to
enable the Council to respond to the findings of the audit.
e  We have prepared a Public Sector Equality Duty (PSED) service user report
8 Council’s Improvement Plan 8 4 4 Current Controls 1%t line
If the council does not put in place and successfully implement (amber) (green) (green) This risk reflects and consolidates the government intervention as well as the findings and recommendations arising from Improvement Plan
an improvement plan to address the concems raised by the in line with previous reviews including the Grant Thornton — Audit Findings Report 2019/20, Grant Thornton - Value for Money
Secretary of State in respect of the council’'s best value dut report to Sos = Governance Review 2021, CIPFA Financial Management review and the LGA Peer review along with their follow up .
v osb y P reviews conducted in 2022 2"line
and the recommendations made by the recent external -4 : . . . L
reviews carried out by the council's external auditors, Grant e  Two Commissioners have been appointed to oversee the improvement journey Improvement Plan monitoring
Thornton, CIPFA and the LGA Peer Review then this may e A performance management framework was approved by the council in April 2022 to help monitor performance and
result in a loss of confidence in the council's corporate track progress on the delivery of the strategic outcomes in the Corporate Plan. 39 Jine
governance arrangements, government intervention, future e Constitutional review completed in December 2022 .
audits providing a qualified opinion, a lack of trust in the e  The appointment of a permanent Chief Executive has been completed. Grant Thornton- Audit Findings Report 2019/20
council’s ability to deliver its corporate priorities and e Animprovement action plan and governance arrangements are in place. Funding to implement the actions and deliver ~ Grant Thornton — Value for Money Governance
reputational harm to the council. the improvement plan has been set aside. Review 2021
. ) e Activity from the Improvement Plan embedded within the Council’s Corporate Plan and Business Plans from June CIPFA Financial Management and Governance
Risk area- All services 2023 . ‘
Risk 3 MeLauahlin. Assistant Chief E i an larl ) ] ; foll ) | Review 2021 and follow up review 2022
isk owner — James McLaughlin, Assistant Chief Executive . .
kou : g *  Improvement Plan is regularly updated to incorporate recommendations from follow up reviews by external LGA Peer Review 2022 and follow up review 2022
Objectives impacted — All organisations ' _ _
e 6 monthly reporting from the Commissioners and from the Council to the Secretary of State is in place. The third Audit and Risk Assurance Committee
Commissioners report was made in June 2023 and published in July 2023. In their report, Commissioners noted the Government appointed Commissioners
significant hard work and considerable progress made, with next steps to further embed improvement and to : o
demonstrate that this is sustainable, They commented that they consider that the Council continues to make progress ggcrrg?:rt; Ig/frse{)ac;gs by the Commissioners to the
on the right path. Council’s letter to Secretary of State in December 2023 included evidence of the sustained and
embedded improvements made. Grant Thornton Value for Money Governance
e  Grant Thornton VfM Governance Review follow up review in December 2023 highlighted the continued progress of Review - Follow Up- December 2022
the council on its improvement journey and lifted the three statutory recommendations from their 2021 review.
Further actions
e  Ongoing implementation and monitoring of the progress made against the plans.
. Demonstrating evidence of sustainable and continuous improvement
e  Review of Improvement Plan to address key and improvement recommendations from Grant Thornton’s 2023 follow
up review.
9 Climate Change 12 12 8 Current Controls 1%t line
Failure to achieve the council’'s commitments in relation to (red) (red) (amber) Climate Change strategy 2020- 2041 in place which sets out the 2030 target for the council. Climate Change Strategy 2020-2042
Climate Change, including the pledge to make council 2030 Member steering group to oversee implementation of the climate change action plan. Climate Change Improvement Plan

activities, buildings, housing, fleet, schools and street lighting
net-zero carbon by 2030 may result in:

e  reputational damage

e financial impact

e increased demand for council resources (in the event of
extreme weather) and

e aloss in public confidence.

Climate change champions in place (officer level) and a Cabinet Member and member advisor champions in place.
An action plan for implementing the strategy was approved by Cabinet in March 2022.

Establishment of programme governance arrangements, including the Cabinet approval to the appointment of cross
party membership to the Climate Change Committee to monitor the implementation of the action plan, A Climate
Change Programme Board (represented by service managers from across the council) is leading on measures within
the action plan.

Draft action plan monitoring tool has now been established following an internal audit report. This document is owned
by the Climate Change Team and is currently being populated in conjunction with the relevant owners of each action
across the various Council service areas. The monitoring tool will form the basis of future Climate Change Programme
Boards and Member Steering Groups to appropriately track delivery of the Climate Change Strategy Actions and to

2" line
Climate Change Programme Board
Member Steering Group

34 line
2023 Internal Audit Report — Limited Assurance


https://sandwell.moderngov.co.uk/mgCommitteeDetails.aspx?ID=514
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4

Risk Ref Risk Title and Description Previous Movement | Current risk Target risk Progress to Date Key Sources of Assurance

SCOME in risk SCOME score and date (incl. current risk mitigating controls and further actions to be taken to manage risk and action date) (3 lines of defence)
(Sept 2023) SeoiE (Dec 2023)
In addition, managing the effects of climate change will also allow costs (where applicable) to be provided for their implementation. This will also be presented annually to Cabinet
have significant financial impact which the council will need to for information
address. Further Actions
. . e  Gap analysis to be conducted to assess the councils’ ability to implement the action plan, followed by a report on
Risk Area — All Services available options which will be addressed in 2024/25.
o Risk Owner — Tony McGovern, Director of Regeneration and e  To undertake stock condition surveys to enhance our understanding of investment needs and costs to achieve net-
Q Growth zero targets in our social housing stock and to inform future revisions of the HRA business plan and opportunities to
«Q Objectives impacted: All draw in external investment
D . Consideration of adapting works and activities to ensure that contractor selection, works methods and materials used
ol are aligned and contribute to the climate change strategy.
o . Explore funding models for retrofit of Council and other homes in the Borough e.g. attend MIPIM investors conference
/ WMCA Devolution Deal with Government in negotiation.
. To implement the Asset Management Strategy approved by Cabinet in November 2022 which seeks to significantly
rationalise the Councils buildings and assets
e  To establish EV charging infrastructure via ULEV programme (on street) and Council operational locations so that
relevant Council fleet can transition to EV over the next 3 years— in progress.
e Todevelop a policy on Single Use Plastics that is consistent with the national emerging policy. This has been
presented to Leadership Team and Cabinet Member and is due to be presented at Cabinet in January 2024.
e Roll out Carbon Literacy Training to all elected Members, relevant officers and Climate Change Champions. A number
of sessions have been undertaken in 2023 with final sessions to be conducted for all outstanding persons in early
2024
e  The delivery of the action plan is the key measure that determines the current risk assessment. The deliverability of
the Plan is heavily dependent upon future government initiatives and the availability of financial resources which will
be the key driver in achieving the Council’'s 2030 target.
10 Workforce Recruitment and Retention 9 9 6 The risk concerns issues are largely a reflection of the regional and national position also and not unique to the council, as 1%t line
The council is required to recruit and retain a skilled, qualified (amber) (amber) (green) supported by the L_GA workforce survey_completed in 2022. The target risk score was initially to be reached by March Pulse surveys
and experienced workforce in order to provide and deliver 202_3. However, this ha_s been put back in order to allow the recruitment strategy to be agreed and fully embedded, and
: : e March 2024 il results over the mid-term are known. HR related KPIs and data
services to Sandwell residents. If the council is unable to .
recruit and retain its workforce and deliver its statutory Current and ongoing controls: Appraisal process
obligations to meet the needs of the community this could o  Directorates to continue to undertake comprehensive workforce planning at least annually, as part of business
result in I0§s of reputation, penalties, litigation and in some planning processes, with a focus on creating and nurturing talent pipelines. 2" line
cases Imprisonment. e  Cabinet workshop planned for development of a workforce strategy. Employee Engagement Survey
. . . . Recrw@ment and selection refresher training for hiring managers in order to share best practice in recruiting qualified Benchmarking analysis
Risk area — All council services and skilled employees.
Risk owner — James McLaughlin, Assistant Chief Executive e  Pre-employment checks are carried out in line with requirements for the job role including any statutory requirements.
L . ' . Regular 121 meetings (supervision) and annual appraisal process is in place to ensure employees are engaged and 3" line
Objectives impacted: All can raise any concerns. LGA Workforce Survey 2022
e  Regular employment engagement (full) and pulse surveys are undertaken, and plans are developed and implemented
to address any areas requiring further action.
. Pay benchmarking to ensure the council is competitive relative to the relevant job market in sectors where there are
specific and critical challenges to recruitment and retention.
. Future Talent Strategy to be developed as part of the Organisational Development strategy — to build on current
Apprenticeships and Graduates strategy and incorporate succession planning and talent development framework for
all employees. We have recruited 6 graduates via the National Graduate Development Programme to start October
2023.
e  The Resourcing Team alongside other teams across the council have attended a number of local job fairs either
hosted by Sandwell Council or local colleges/universities to promote job opportunities. The Resourcing Team will
continue to identify and attend local and regional job fairs to raise our profile and job opportunities.
Further actions
e Introduce and extend talent pools and open-ended recruitment campaigns to high turnover areas - this will form part
of the recruitment strategy which is underway.
e  Review our recruitment branding and content to maximise the impact on candidate attraction - this will also form part
of the recruitment strategy.
e Review and extend advertising, to include focus on attraction of diverse applicants — again this will form part of the
recruitment strategy.
e  Review of our long-term use of a neutral vendor agency provision where we are unable to fill roles to deliver a service
to our residents
1 Borough Archives L ‘ ° 8 cume ar;d;_ngoingdcontrolts d at Dudl hi hich ts th ired standard (BS EN 16893). H thi 1 line
. . . . - . ublic records are stored at Dudley archives which meets the required standar: . However, this -
Failure to achieve the‘ National Archl\{es Accr’edlta.tlon_could (red) (amber) (amber) can only be a temporary measure,yas Dudley’s own archives inc?ease, and they will require the space currently Feasibility Study
lead to .W|thdrawal of Plaqe of Deposit Statug . This will cause occupied by Sandwell.
;?gruetgti'gr;:o(:ﬁgﬁgsa?%i 'rxﬁircﬁojéirisegl;bé'gsrﬁzotf: Z\(I)Illljr?c‘:eil e Afeasibility study has been completed and a replacement archive solution for Sandwell’s archives has been 2nd |ine
e ' identified and was approved by Cabinet in November 2022. . . .
and creates difficulties around access to the records. o A - . . . . Cabinet approval of replacement archive solution
Accreditation cannot be achieved without alternative . AI New Qule.l#flzd Arr(]:hlyltst is now appointed and in place. The Business Manager — Museums and Archives is
- ) o also a qualified archivist.
accommodation that meets the required British Standard. e  Previous discussions with The National Archives (TNA) around delaying an application for accreditation as it 3 line
would fail have moved on and we have now been encouraged to apply. We could only expect to achieve partial The National Archives
Risk area — All council services accreditation though, due to the accommodation.

Archive Service accreditation


https://www.local.gov.uk/publications/2022-local-government-workforce-survey
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=143&MId=6235&Ver=4
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Risk Title and Description

Risk owner — Alice Davey, Director of Borough Economy
Objectives impacted: All

Elections Act

The initial roll-out of voter identification was successful,
following policy and secondary legislation confirmation and the
implementation of the controls identified to mitigate risk,
however it has not yet been stress-tested. It is anticipated that
the 2024 elections which are expected to include a general
election will provide a broader assessment of the mechanisms
in place.

Implementation of the next phase of the elections act is due
shortly, to include the ability for voters to apply for absent
votes on-line. There remain a series of technical and
operational issues that are being explored nationally, with
there being a concern over the readiness of new systems in
line with the projected timeframe. Whilst the application portal
will be nationally hosted, the Returning Officer will remain
locally responsible for the processing and issuing of postal
votes. Compounded by the multiple elections in 2024 and the
potential for a snap general election, there are risks around the
successful implementation of all of the Election Act
requirements. Should the Returning Officer be unable to
implement the Elections Act 2022, this could result in low voter
confidence and some voters may be dis-enfranchised leading
to a lack of confidence in election results.

Risk area — All council services

Risk owner — Mike Jones, Assistant Director — Legal and
Assurance

Objectives impacted: All

Sandwell Local Plan

Failure to prepare and adopt a Local Plan within the
timescales required could result in Government intervention in
the operation of the planning service and in the decision-
making process for planning applications resulting in a loss of
local democratic oversight.

Risk area - Regeneration

Risk Owner — Tony McGovern, Director of Regeneration and
Growth

Objectives impacted: All

Adult Social Care Market Sustainability

The Fair Cost of Care requirement for domiciliary care and
older peoples residential and nursing home care & further
requirement to produce a market sustainability plan will result
in a significant financial pressure for the council in the region of
15 million pounds, although government funding is available
for a 3-year period, it is not expected to cover these increased
costs. There is then a further risk that the remaining elements
of the care and support market currently excluded from the
Fair Cost of Care exercise will not be sustainable without
further significant investment, so a further internal cost of care
exercise will need to be completed.

Current risk
score

(Dec 2023)

Movement
in risk
score

Previous
score

(Sept 2023)

Target risk
score and date

8 “ 8 4
(amber) (amber) (green)

May 2024

8 “ 8 4
(amber) (amber) (green)

2025

9 9 9
(amber) (amber) (amber)

Update MSP
May 2024

Progress to Date
(incl. current risk mitigating controls and further actions to be taken to manage risk and action date)

. Second stage of feasibility that includes design, specification, and costs now complete. Due for cabinet
agreement January 2024. The development of a funding strategy supported by an archives funding specialist will
follow. This will enable submissions to be made to external funders.

Further Actions
e  Funding sources for cost of capital to build the archives needs to be identified and agreed.
e  Some corporate capital will also need to be identified as part of the funding strategy.
e A bid to Arts Council England and others to be considered for contribution to the cost of capital, once the funding
strategy has been agreed.

Current and ongoing controls

e  There will be extra money from the Government for implementation, but this will not be ring fenced and will only cover
costs associated with Voter ID not additional election costs.

e A One Council approach is being taken in order that the wider council can provide necessary support.

e  The Electoral Commission will undertake much of the communication, but the Returning Officer needs to consider the
demographics and harder to reach parts of the electorate and the support that they will require.

e There is a review of polling stations to see which ones are suitable and unsuitable.

. Robust and updated training programme will be in place for all polling inspectors and presiding officers.

e Job roles for election staff are being updated to provide clarification on what is required and to assist in arriving at the
correct fee.

e  The Electoral Services Manager is part of the Business Change Network facilitated by the Cabinet Office and
consequently is very well informed.

. Privacy ID booths will be provided to every station to reduce the need for a specific place. This will be private but still
in the “voting room”

e  Awareness Campaign and media campaigns to promote Voter ID have begun to compliment the national campaign
by the Electoral Commission (which includes use of the Herald, website, etc)

e  Regular briefings with members have commenced.
e  Regular networking meetings taking place by Director and Manager.
. Capacity and resourcing options are being explored.

Having an up-to-date Local Plan is a statutory requirement. Following the halting of the Black Country Plan, Cabinet
approved the preparation of the Sandwell local Plan on 16 November 2022. The timetable envisages adoption in late 2025.
The process to adoption involves several rounds of public consultation and political approvals as well as an independent
Examination in Public.

Conformity with an up-to-date Local Plan is often a prerequisite for Government regeneration funding.
Current and ongoing controls

. Members regularly briefed on key and up to date issues. Informing of facts and evidence based.

e  Project Manager recruited to lead on the delivery of the Sandwell Plan (fixed term post to Dec 2026).
e  Additional revenue budget secured to deliver the Sandwell Plan (Cabinet Report Dec 2022).

e  Activities monitored against agreed programme and reported to Leadership Team quarterly - consultation on draft
Sandwell Local Plan completed in line with programme.

Further actions
e  Review of salaries allocated to technical disciplines within the organisation — Use of consultants if necessary.
e  Quarterly update reports to Leadership Team

Current and ongoing controls
e  Working with ARCC Ltd to complete the Fair Cost of Care exercise and Market Sustainability Plan. Draft
document completed and submitted in October 2022.
e  Report presented to the Leader of the in October 2022 outlining the impact of the cost of care exercise and the
options of how to support the market with the government allocations that have been made to date.
e Ongoing dialogue with legal to ensure compliance with statutory Care Act duties and consideration of
affordability.
e  Working with neighbouring authorities in the Black Country and the Integrated Care Board to agree a system
response to provider demands.
Negotiating with individual providers regarding fee uplifts.
Commissioned independent provider to undertake reviews of individuals.
Final Market Sustainability Plan submitted (March 23)
Report to Cabinet for Fair Cost of Care approved for plans on how to sustain the market (February 23).
ARCC scrutinised the data presented by the care homes regarding the validity of the data provided.

Key Sources of Assurance
(3 lines of defence)

1stline
Elections Returning Officer
Elections Service Manager

2" line
Polling station inspectors

3 line
Electoral Commission

1%t line
Appointment of dedicated project manager

2" line
Regular updates to Leadership Team, Cabinet

Member for Regeneration and Cabinet as
appropriate.

1%t line
Fair Cost of Care exercise

2" line
Integrated Care Board

3 line
ARCC Ltd



Risk Ref
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Risk Title and Description

A number of providers are approaching the council with
requests for significant uplifts in their fees and notice to
withdraw care and support to individuals. Should this not be
addressed the capacity in the market will be unable to meet
the demand and the recommissioned costs will be significantly
higher adding to the budget pressures.

Risk Area — Social Care
Risk Owner — Rashpal Bishop, Director of Adult Social Care
Objectives impacted: 2

Organisational culture

If the council does not have an effective organisational culture,
then this could result in:

. Poor officer and member relationships

Negative impact on employee engagement

Inability to demonstrate effective people management,
Weak diversity and inclusion practices

Recruitment and retention issues

Negative impact on the delivery of the improvement plan
and

Potential for extended government intervention

Failure to deliver the corporate plan

Reputational damage

Missed opportunities for continuous improvement

Risk area — All council services
Risk owner — James McLaughlin, Assistant Chief Executive
Objectives impacted: All

Strategic Workforce Development for Adult Social Care
Recruitment, Retention and Sickness Absence

A workforce strategy is in place and links directly with
workforce planning and training. This offers existing staff
training opportunities to ensure that they are qualified and
competent to face service needs. If recruitment and retention
are not prioritised within the service and amongst service
providers, then there will not be the skilled staff to deliver
appropriate social care.

Risk Area — Social Care
Risk Owner — Rashpal Bishop, Director of Adult Social Care
Objectives impacted: 2

Previous
score

(Sept 2023)

8
(amber)

12
(red)

Movement
in risk
score

g

g

Current risk
score

(Dec 2023)

(amber)

12
(red)

Target risk
score and date

4
(green)

March 2024

8
(amber)
April 2024

Progress to Date

(incl. current risk mitigating controls and further actions to be taken to manage risk and action date)

e  ARCC supported additional market engagement to scrutinise the data presented.

e  Plan towards meeting cost of care once government allocations for 2023/24 and 2024/25 have been confirmed.
e Annex B published 1st February 2023 and the final Market Sustainability Plan published 31 March 2023.

e  Updated the Market Sustainability Plan and complete Annexe A in May 2023.

e  Complete Market Capacity Submission in June 2023

Further Actions

e  Update the Market Sustainability Plan and complete Annexe A in May 2024.

Current and ongoing controls

Regular meetings in place between senior members and officers to develop positive working relationships and
information sharing.

LGA training on officer/member relationships delivered in September 2022
Launch of One Team Framework (values and behaviours) including Staff Conference and Managers workshops

Employee Engagement Survey 2022 results disseminated and discussed at Directorate Management Teams and
team meetings - action plans developed and monitored at Leadership Team.

Employee Engagement Survey 2023 results disseminated and discussed at Directorate Management Teams —
actions to address themes incorporated into People Strategy and service business plans

Further Actions

Embedding One Team Framework Approval of Workforce Strategy.

Mechanisms to be identified for ongoing insight and assurance around health of Officer and Member Relationship
(December 2023).

Management Development Programme Agreed (2023).

Current and ongoing controls

. Implemented Adult Social Care restructure for social work and therapy to deliver a career development pathway
which will support retention, career development and succession planning within social work.

e A student programme and the Assessed and Supported Year in Employment for Social Workers is in place.

e An Occupational Therapist student programme with Worcestershire University is in place and works to secure
university placements including access to Practice Educator training for SMBC Occupational Therapist 's to
retain their skills and expertise.

e  Apprenticeships within the Directorate utilising the Apprenticeship Levy to access accredited qualifications.

e An apprenticeship programme for social work is in place with Warwickshire University, a similar programme for
Occupational Therapy is being developed with Wolverhampton University.

. Qualification Sponsorship scheme to support employees to obtain recognised qualifications to enhance their
work performance and skills.

. Work around maintaining recruitment and retention: Phase 1 - A) Pay benchmarking B) Golden Hello C) Market
Supplement completed.

e  Recruitment Events (exploring opportunity for joint partnership recruitment with health colleagues).

e Regular 121 meetings (supervision) and annual appraisal process is in place to ensure employees are engaged
and can raise any concerns.

e  Plans are developed and implemented to address any areas requiring further action from the employee
engagement survey.

e  Sickness Absence Monitoring.

Further Actions

e  New Draft Workforce Strategy to be finalised and approved.

. Draft Workforce Strategy action plans to be finalised and approved.

e  Work around maintaining recruitment and retention: Phase 2 - A) Review of Job Descriptions and Person
Specifications B) Further benchmarking C) Work with Children's Trust around these areas D) International
recruitment.

Key Sources of Assurance
(3 lines of defence)

1%t line
One Team Framework

2" line
Employee Engagement Survey

3 line
External Reviews (Grant Thornton and LGA)

providing assurance that organisational culture
change has started to occur.

1%t line
HR related KPIs and data
Appraisal process

2" line

Employee Engagement Survey

National Minimum Data Set for social care
Benchmarking analysis



Risk Ref

Risk Title and Description

Medium Term Financial Strategy (MTFS), Central
Government Funding and Resource Allocation

Local Government continues to operate in an uncertain
financial environment arising from reducing central
government funding, increasing demand for services, and
more recently the impact of the high levels of inflation being
experienced. The most eminent expenditure issue for the
Council at present is SEND transport, where demand for home
to school transport provision is growing exponentially, forcing
the cost of the services to increase beyond all previous
reasonable expectation.

If the government does not provide local authorities with clarity
over the future plans for health and social care reforms, the
Public Health grant, the Better Care Fund, the package of one-
off social care grants, business rates reset and retention, and
future years funding, and it continues with one year funding
settlements then this inhibits local authorities’ ability to
effectively manage medium term/ three year plans and put in
place the necessary processes and actions to manage funding
pressures.

If the council is unable to plan effectively as a result of funding
uncertainty, and is unable to identify sufficient savings and put
in place the necessary policies, processes and actions to
manage budget pressures, pay and price inflation and manage
its spending plans, then this will impact on the council’s
financial resilience and its ability to effectively discharge its
statutory responsibilities including the setting of a balanced
budget for future years. This will impact on the council’s ability
to deliver sustainable services to the people of Sandwell.

Risk Area — All Council Services
Risk owner — Brendan Arnold, Interim Director of Finance
Objectives impacted: All

Previous
score

(Sept 2023)

Movement
in risk
score

Current risk
score

(Dec 2023)

Target risk
score and date

Progress to Date

(incl. current risk mitigating controls and further actions to be taken to manage risk and action date)

* There are a number of factors that underpin the wider risk score for this risk, and the score will continue to remain fluid
throughout each 12-month cycle as the council develops its MTFS, generally in-line with the below pattern. However,
overall the council is confident that it has processes in place in order to be able to adequately mitigate these risks, and that
it will remain able to effectively discharge its statutory responsibilities, including the setting of a balanced budget for future
years.

2023124 2024/25 ~ 2025/26
Onwards

Delivery of the Medium-Term Financial Strategy (MTFS) -

Current and Ongoing Controls

o  The review by CIPFA on the council’s financial management and governance arrangements, noted that the council
was initially a progressive two-star (out of five) authority. The follow up review subsequently undertaken by CIPFA
progressed this to a three-star. The review also looked at financial resilience and concluded that the council is
financially stable and in recent years has been able to contribute towards reserves through achieving a balanced
budget or an underspend. An underspend was delivered in 2022/23.

o A fundamental review of the MTFS (in line with the CIPFA recommendations) has been completed, to ensure that the
council understands the challenges ahead and to ensure that the MTFP matches the ambitions of the corporate plan
and regeneration plans for Sandwell.

e A balanced budget for 2023/24 was approved by Council on 21% February 2023 and includes savings totalling
£21.4m.

e Monthly monitoring of savings is carried out by Finance Business Partners in year. Savings are RAG rated and
reported to Directors monthly through DMT meetings and to LT budget meetings. Budget surgery meetings are held
mid-year to review savings rated ‘red’, with a view to understanding any issues hampering delivery and to unblocking
those issues. Budget surgery meetings are attended by the Director of Finance, appropriate Directors and a range of
officers from across the organisation. Monitoring of savings includes any savings carried forward from previous years
that were not delivered in those years.

. Star Chambers continue to be used to support budget setting. During August and September 2023, a Star Chamber
meeting was held in relation to each Council directorate, focusing on the directorate’s financial position, savings
delivery within 2023/24, ongoing budget pressures and savings to be delivered in 2024/25. Star Chamber meetings
include the Chief Executive and Portfolio Holders as well as the appropriate Director and Finance Business Partners.

e  Star Chamber meetings are used as the initiation process to generate further savings proposals for the following
financial year and to test those proposals with elected members. This is the first step in the process towards
balancing the budget for the following year.

. Directorate budget pressures and growth are calculated annually by Finance Business Partners, and for Adult Social
Care includes a growth model that extrapolates client numbers and average placement costs forward, building in
assumed increases in market rates.

e A Strategic Finance Manager post has been created, with a view to having a dedicated resource to creating and
updating the MTFS model and to ensuring assumptions, eg, pay inflation assumptions, are calculated with
consideration and in accordance with wider local authority group assumptions.

e LG Futures have been commissioned to provide financial benchmarking data, including assumptions on grant income
in future years,

e Regular discussions take place with WMCA over the likelihood of when the business rates reset might transpire, and
Sandwell’'s assumptions in this regard are aligned to the rest of the WMCA group of local authorities.

e  The MTFS position has been reported to Leadership Team on several occasions during the Autumn of 2023, and
Directors have been fully engaged in the process of generating savings proposals to balance the budget gap in
2024/25.

e  The MTFS as at 15" November reported a deficit (prior to savings) of £13m for 2024/25. Savings proposals have
been developed to balance the budget, supported by a business case document for each saving. Cabinet workshops
have been held on 19" September, 25" October, 24" November and 13" December to engage Cabinet in the MTFS
process and to ensure that elected members are willing to take each of the proposed savings forward for public
consultation.

e A further iteration of the MTFS will be produced following the final settlement, during January 2024.

. In relation to SEND transport specifically, a Corporate Transformation project is being set up including specific seven
workstreams, one of which is budget management and forecasting, which will produce enhanced quality forecasts to
enable improved financial planning. Policy changes are proposed which, if approved, would be implemented in time
for September 2024. The position for SEND will be reported to Leadership Team on a monthly basis from November
2023 onwards, including data on the number of children accessing services, and how the monthly cost has increased
or reduced, tracking the result of policy changes, work to step down children into lower cost provision, and other cost
reduction measures that are actioned.

Further actions

e  Continued implementation of the action plan developed following the CIPFA review (as per the improvement plan
timetable).

e  Use of benchmarking data to help identify opportunities for efficiencies, savings and service improvements.

e  The council continues to horizon scan and consider the impacts of potential government initiatives and policies on
future funding sources and demand for council services.

Key Sources of Assurance
(3 lines of defence)

1t line
Business case templates — Savings Proposals

2" line
Budget and Corporate Scrutiny Board
Star Chambers

3 line

External Audit

CIPFA financial management review
LGA Corporate Peer Review

Grant Thornton Value for Money Governance
Review - Follow Up- December 2022

LG Futures benchmarking data



https://sandwell.moderngov.co.uk/mgCommitteeDetails.aspx?ID=140
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4

Risk Ref

Risk Title and Description

Budget Monitoring and Management 2023/24

If the council does not put in place effective arrangements to
monitor and manage the current year’s budget to ensure that
planned savings are achieved and efficiencies realised, then it
will result in overspends and impact the resilience of the
council’s finances.

Therefore, timely and accurate monthly monitoring of the
budget forecast outturn is required to ensure that the revenue
and capital expenditure stay within the agreed budget. This
applies to the General Fund and the Housing Revenue
Account (HRA).

Risk Area — Finance and Resources
Risk owner- Brendan Arnold, Interim Director of Finance
Objectives impacted: All

Movement | Current risk
in risk score

SeoiE (Dec 2023)

Target risk
score and date

Progress to Date

(incl. current risk mitigating controls and further actions to be taken to manage risk and action date)

* The score will continue to remain fluid throughout each 12-month monitoring cycle, however, overall the council is
confident that it has processes in place to be able to forecast the outturn position within a reasonable degree of certainty,
and confident that it has the resources in place to be able to mitigate a forecast overspend position in the current year, up
to a degree of tolerance of approximately 0.5% of the gross budget.

2023/24
Monitoring Period Apr May Jun Jul Aug Sep Oct Nov  Dec Jan Feb Mar

Revenue Budget
Monitoring Position

Current and Ongoing Controls

e A budget monitoring timetable is created annually and circulated to all in Finance, so that monthly monitoring
deadlines are clearly understood and adhered to. Elements of the monitoring timetable relevant to budget holder
involvement are circulated to budget holders.

e Directors and ADs are asked to sign budget accountability letters at the start of the financial year, which set out
the budgets available to each senior officer and provide assurance that the budgets are understood and will be
adhered to as far as possible

e  As part of the budget monitoring process, year to date expenditure figures are compared with profiled budgets,
and variances to date are used to calculate forecast outturn information, in conjunction with information from
budget managers, historic data, trend data and any other relevant information

e  Salaries monitoring is carried out at individual post level, using year to date cost information and information from
budget managers on any changes in staffing that will take place in year

e All budget holders are sent their budget monitoring report monthly, and regular meetings are held between
budget holders and Finance Business Partners. Budget holders are asked to provide forecast outturn
information monthly.

e Heads of Finance Business Partnering collate information for all directorates, challenging and checking
assumptions with Finance Business Partners

. Directors take ownership of their directorate’s monitoring position, signing off the position for their directorate
each month as a true reflection of the position

e  Finance Business Partners attend DMT meetings monthly to present each directorate’s monitoring position, to
ensure that the position is understood by all ADs and that mitigating actions are proposed to deal with
overspends as necessary

e  The monitoring position is presented monthly to Leadership Team, quarterly to Cabinet and quarterly to Budget
Management and Corporate Scrutiny Board

e  Monitoring of current year savings (as per the MTFS) is carried out monthly by Finance Business Partners and
present to DMT meetings monthly and Leadership Team meetings monthly, so that the impact of any non-
delivery or slippage of savings on the Council’s outturn position is understood

e If at any point, management action (for example an in-year spending freeze or recruitment freeze) or corporate
action (for example use of reserves) is required in order to improve the forecast outturn position, Leadership
Team is made known of this as soon as possible and provided with a list of actions that could be taken to
address the forecast position. A menu of spending control options was presented to Leadership Team in August
2023, and spending controls were put in place following the Leadership Team meeting

e  The council reported its Quarter 2 2023/24 budgetary position which showed a forecast outturn position for
2023/24 of:

o  £1.222m projected overspend for the General Fund revenue
o £nil variance for the HRA revenue

Further actions

e Introduction of Oracle Fusion during 2024, which will provide each budget manager with ‘real time’ access to
their areas’ budget and spend data.

e Involving budget managers in the budget setting process will ensure that they understand their budget figures
and how they have been developed

e Introduction of Oracle Fusion will lead to budget managers taking ownership of the budget monitoring process for
their areas, actively reviewing data and ensuring that outturn projections are completed. Finance Business
Partners will be able to ensure that monthly challenge meetings are taking place with ADs and that mitigating
actions are proposed and put in place to address overspends

Key Sources of Assurance
(3 lines of defence)

1t line
Assigned budget holders

2" line
Leadership Team
Budget and Corporate Scrutiny Board

3" line
External Audit
Annual Internal Audit review- budgetary control


https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=143&MId=6620&Ver=4

Risk Ref
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21

Risk Title and Description

Statement of Accounts

Failure of the Council to produce its outstanding Statements of
Accounts for 2021/22 and 2022/23 and/or failure to produce a
Statement of Accounts for 2023/24 within the required
statutory deadline could result in reputational damage to the
council and may impact on the council’s ability to come out of
intervention.

Risk Area — Finance and Resources
Risk owner — Brendan Arnold, Interim Director of Finance
Objectives impacted: All

Oracle Fusion Implementation

The Oracle Fusion Programme is working to a July Go-Live
date for all modules.

The HR and Payroll workstreams remain the area with the
most risk to meet the target go-live date. This is due to the
scale of change (number of modules being delivered), the
length of time it has taken to complete design activity and
complexity, (data governance in current system and how to
transfer effectively to the new system).

For Finance the new management team have undertaken a
review of the design of the Chart of Accounts and approved an
updated design that is planned to be implemented within the
updated timeline. Potential further changes to the Enterprise
Performance Management Budget Monitoring and Setting
modules present a further timeline risk which is being
managed.

Risk Area — Finance and Resources
Risk Owners — Brendan Arnold, Interim Director of Finance
Objectives impacted: All

Partner Organisations/Contractors Service Delivery

The council works closely with partners and contractors to
provide services to its residents and businesses.

In the event Partner organisations or contractors do not
provide the required level of service to the public this may
result in:

e Efficient/ good value for money / high quality services not
being delivered

e  Enforcement action
e  Significant financial loss and
e  Reputational damage

Risk Area — All Services
Risk Owner — Alice Davey, Director of Borough Economy
Objectives impacted: All

Previous

score

(Sept 2023)

(amber)

(amber)

9
(amber)

Movement
in risk

score (D

o

o

A 4

Current risk Target risk
score score and date
ec 2023)

8 4
amber) (green)
March 2024
9 4
amber) (green)
April 2024
4
(green)
March 2024

Progress to Date
(incl. current risk mitigating controls and further actions to be taken to manage risk and action date)

Current and Ongoing Controls

e  Ateam of interim specialist contractors has been put in place to produce the outstanding Statements of Accounts
and to address resulting audit queries

e  The audit of the 2020/21 Statement of Accounts was completed during Summer 2023, and final accounts have
now been published.

e A Statement of Accounts for 2021/22 is due to be provided to Grant Thornton in early December 2023, and the
resulting audit is due to be completed by the end of March 2024. A resource plan will be put in place by the
Head of Technical Accounting to deal with audit queries during the three/four month audit period, to ensure that
officers are available to respond to queries and that there are no delays to the audit timetable.

e  The Statement of Accounts for 2022/23 must be produced by end of March 2024, and further external resources
will be procured as required to ensure that this deadline is met. A closedown timetable for outstanding 2022/23
tasks is in place to help to manage this work.

e  Aclosedown timetable for 2023/24 will be produced by the Head of Technical Accounting by the end of February
2024, and officer training will be delivered as required in advance of the closure period.

e A plan will be put in place for knowledge and skill transfer between the interim specialist contractors and the
council’'s permanent Technical Finance team to ensure that permanent staff are able to produce Statements of
Accounts in the future in-house.

The risk score has remained the same.

Mitigations:

For HR and Payroll

. Subject matter expertise engagement activities to resources to take on programme role
. Continuous resource management and repeated realignment of relevant resources

. Additional line manager representation

. Direct progress reports to relevant Board member

. Detailed level of governance, and controls, and task prioritisation

. Updated Programme plan moving all modules go-live to July

. Additional resources identified

. Complex tasks descoped to post go-live

. Data migration process reviews to streamline and reduce critical tasks
. Further analysis taking place on other critical activities
For Finance

e  Agreed new Chart of Accounts design to achieve best practice with minimised impact

e  Exploring rapid implementation of an interface from the existing HR and Payroll system to Oracle Fusion general
ledger and budget monitoring

e Allidentified changes will be assessed through the Programme change control and governance process
e Timeline set out for finalising any changes to the Enterprise Performance Management module
e  Added the production of accounting procedure guides to the task list

Current Controls

Leadership Team has established a reporting structure for the council’s key contracts and partnership arrangements.
Arrangements for scrutiny consideration of the council’s key contracts is in progress.

A deed of variation and extension period has been agreed and signed with SLT to deliver services up to end March
2027.

Contract management training has been rolled out across the Council.

A lessons learnt session led by key stakeholders in WM police has been completed during September 2023 to ensure
that the recent service disruption due to illegal blockading during the period of industrial action is analysed
appropriately to inform future incidents.

Follow up report to Cabinet has been provided in October 2023 for Sandwell Leisure Trust to confirm the position to
end March 2027

Intend system holds details of all contracts that were procured through this system. All contracts procured through the
Intend system are added to the Contracts Register by the procurement team.

Establishment of consistent contract management for both significant capital and service contracts across the Council.
The contract management resources online (Council intranet site) provide templates for a consistent approach to
contract management. In addition, the introduction of the contract management module on Oracle Fusion will
contribute towards effective contract and performance management (it can capture information around KPIs and risks
etc)

Further Actions

Review of the current arrangements in place for each key contractor to ensure they remain fit for purpose and that the
partnership objectives are aligned to the refreshed corporate plan.

Key Sources of Assurance
(3 lines of defence)

1t line
Head of Technical Accounting

2nd line

National guidance/regular updates across the
sector

3" line
External Audit
Audit and Risk Assurance Committee

1%t line
SOCITM

2" line
SRO updates to Leadership Team
Project Board

3 ine
Grant Thornton — Value for Money Governance
Review 2021

Grant Thornton Value for Money Governance
Review - Follow Up- December 2022

Grant Thornton review of Oracle Implementation

1%t line
Contract management

2" line
Economy, Skills, Transport And Environment

Scrutiny Board review of the performance and
management of the waste partnership contract

Reports to the Improvement Board
Leadership Team — quarterly monitoring

3 line
Grant Thornton — Value for Money Governance
Review 2021

CIPFA Financial Management and Governance
Review 2021

LGA Peer Review 2022

Grant Thornton Value for Money Governance
Review - Follow Up- December 2022


https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
https://sandwell.moderngov.co.uk/ieListDocuments.aspx?CId=159&MId=6259&Ver=4
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